SBCCD Police Beat

SBCCD Police Dispatch is available Monday—Friday from
7:00am—10:00pm. After 10:00pm and on weekends, our phones are
transferred to the San Bernardino County Sheriff’s Department who

dispatch SBCCD Officers to calls.

Campus Aleris

SBVC — Beware of
tailgate thefts.

CHC - None

See following pages for

additional incidents

IMPORTANT
INFORMATION

In the event of an
emergency call 911

To report a crime call:

SBVC (909) 384-4491
CHC (909) 389-3275

Smoking Enforcement

Starting January 2013, The
District Police Department
will start issuing citations
for those who smoke out-
side the designated areas.
This is in accordance with
California Government
Co 7.1(A) and Board
Policy 3570. The civil pen-
alty (fine) is $50.00
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Keyless-Entry Cars
Vulnerable to Silent Theft

Remote keyless entry has been around for a while — since the late 1980s, in fact —
and today it’s almost standard on all new cars. But the pervasiveness of this feature
is not without consequence. The most advanced keyless systems are passive, mean-
ing you can just approach your car and it recognizes you by the fob on your body.
No buttons need to be pressed. As researchers point out, this technology can make
vehicle theft a breeze for a savvy thief.

These remote keyless-entry systems use radio waves that typically are specific to a
manufacturer, and the signals are usually encrypted. When your vehicle’s key fob
is within 20 feet of the car, you’re allowed to transmit a signal to unlock the doors,
pop the trunk, remote start your car (when equipped) or activate the car alarm.
Researchers discovered that these encrypted signals are easy to intercept and trick.
The theft works by setting up two antennas, one near the targeted vehicle and one
near the holder of the key fob — be it in a purse, bag or pocket. This equipment
can usually be purchased for $100 to $1,000. The person with the antenna aimed at
the owner of the key fob needs to get within 26 feet of the target. In a store, this
could be a few aisles away, so as to not arouse suspicion.

Once the antenna is near the intended victim’s key fob, the key transmits a low-
power signal to the antenna, which is then relayed to the antenna near the vehicle.
Once that occurs, the thief can unlock the doors and drive away (if the vehicle has
push-button start).

Researchers hacked into eight car manufacturers’ passive-entry systems using this
method. No cryptology or protocol could stop it.

While this system may seem fairly complicated, it could catch on with car thieves
because of the cost of the equipment and anonymity. However, the hack cannot
start the cars with traditional keys. Today’s ignition systems are increasingly com-
plicated and secure. That’s one reason why car thefts are largely on the decline in
the U.S.

A computer science professor said there are probably easier ways to steal cars, but
the “nasty aspect of high-tech car theft” is that it doesn’t leave any sign of forced
entry. That could lead to problems with police and insurance companies in tracking
down the criminals or with filing claims.

Right now, the only way to protect yourself is by either shielding your key fob’s
radio with a guard or leaving your key fob at home.

MISSION STATEMENT

The SBCCD Police Department, in concert with the Board of Trustees, is committed to providing a safe and
secure learning and working environment for all students and employees. This will be accomplished through a
cooperative and coordinated effort involving all departments and the SBCCD employees, law enforcement

agencies and community.

For daily incidents reports and other crime information go the Police Web site: http://sbced.org/police



http://sbccd.org/police

2/1/13 No incidents to report 2/1/13
2/3/13 No incidents to report 2/3/13

2/4/13 Suspicious Circumstance Parking Lot G 2/4/13 10:20pm  Unable to locate

2/5/13 Urinating in Public 2/5/13 1:30pm  Gone on arrival

Traffic Stop/Failure to

13c-014  2/6/13 -

Campus Drive  2/6/13 4:57pm  Cited
2/7/13 Suspicious Vehicle Parking Lot E 2/7/13 11:19am  Advised

13c-015 2/7/13 Missing Person 2/7/13 11:26pm  Report taken

2/9/13 No incidents to report 2/9/13

13c-016 2/11/13 Disturbance SSA Bldg 2/11/13 2:18pm  Report taken

2/12/13 Suspicious Vehicle Parking Lot A 2/12/13 1:01pm  Advised

13c-018 2/13/13 Petty Theft Parking Lot F  2/13/13 12:02pm  Report taken

Traffic Stop/Failure to

2/13/13 oo

Parking Lot A 2/13/13 6:45pm  Advised

Chemistry

2/14/13 Suspicious Person Blde

2/14/13 12:34pm  Unfounded

2/15/13 Suspicious Vehicle Parking Lot M 2/15/13 11:18am




2/17/13 No incidents to report 2/17/13

2/19/13 Smoking on Campus LADM Bldg 2/19/13 11:10am Unable to locate

2/20/13 Traffic Collision Parking Lot K  2/20/13 9:06am  Parties Exchanged Info
13c-023 2/20/13 Disturbance Parking Lot F  2/20/13 11:06am Report taken

2/21/13 Traffic Stop/Failure to Campus Drive 2/21/13 8:35pm  Advised

13c-026 2/22/13 Burglary M & O Yard 2/22/13 7:40am  Report taken
2/23/13 Suspicious Person Yucaipa Blvd. 2/23/13 5:16pm  Unfounded

13c-027 2/25/13 Disturbance 2/25/13 11:55am  Report taken

13c-030 2/26/13 Suspicious Vehicle Parking Lot I 2/26/13 8:52am  Cited

2/28/13 Traffic Stop/Failure to Parking Lot G  2/28/13 11:44am Advised

2/28/13 Traffic Stop/Using Cell Parking Lot A 2/28/13 2:23pm  Advised

13c-032 2/28/13 Traffic Stop/Expired Tags Parking Lot K 2/28/13 S5:14pm  Cited




2/1/13 No incidents to report 2/1/13

2/3/13 No incidents to report 2/3/13

2/5/13 No incidents to report 2/5/13

2/7/13 No incidents to report 2/7/13

2/9/13 No incidents to report 2/9/13

2/11/13 No incidents to report 2/11/13

2/13/13 No incidents to report 2/13/13

2/15/13 No incidents to report 2/15/13

2/17/13 No incidents to report 2/17/13

2/19/13 No incidents to report 2/19/13

2/21/13 No incidents to report 2/21/13

2/23/13 No incidents to report 2/23/13

2/25/13 No incidents to report 2/25/13

2/27/13 No incidents to report 2/27/13
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13-066

13-067

13-068

13-069

13-071

13-075

13-077

13-081

13-079

2/7/13 Suspicious Person

2/7/13 Suspicious Vehicle

2/7/13 Suicidal Person

2/9/13

Emergency Phone Hang-
u

2/10/13 Traffic Collision

2/11/13 Suspicious Vehicle

2/11/13 Suspicious Person

2/11/13 Grand Theft Auto

2/12/13 Suspicious Person

2/12/13 Disturbing the Peace

2/12/13 Medical Aid

2/13/13 Emergency Phone Hang-

2/14/13 Medical Aid

2/14/13 Soliciting on Campus

2/14/13 Medical Aid

Mt. Vernon

Swap Meet
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Cited
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Report taken
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Cited

Unable to locate

7:30pm

Referred to SBPD

7:49pm

11:07am Unfounded

12:02pm  Cited

6:40pm  Transported for treat-

12:35pm  Area checked clear

10:25am  Report taken

12:25pm  Advised

6:48pm  Report taken




13-085 2/15/13 Suspicious Person Cafeteria 2/15/13 1:39pm  Arrested
2/15/13 Suspicious Vehicle Esperanza 2/15/13 7:19pm  Unable to locate
13-086 2/18/13 Vandalism KVCR/Lot #9 2/18/13 5:34pm  Report taken

2/19/13 Suspicious Circumstance Annex 2/19/13 12:08pm Unfounded

Transpo Cen-

2/20/13 Petty Theft o

2/20/13 11:04am Report taken
2/20/13 Hit & Run Swap Meet 2/20/13 Report taken
2/20/13 Petty Theft Restrooms 2/20/13 Report taken
2/21/13 Suspicious Vehicle Mission Street 2/21/13 Subject moved vehicle
2/21/13 Disturbing the Peace Liberal Arts 2/21/13 Report taken

2/21/13 Suspicious Person Parking Lot 2/21/13 11:25pm  Trespass advisal

2/22/13 Vandalism Parking Lot 2/22/13 Report taken
2/23/13 Smoking Marijuana Mission Street 2/23/13 Unable to locate

2/25/13 Attempted Vehicle Theft Parking Lot 2/25/13 Report taken

2/25/13 Suspicious Vehicle Parking Lot 2/25/13 Unfounded




Liberal Arts Transported for treat-

13-099  2/25/13 Medical Aid Bldg 2/25/13 e

2/26/13 Suspicious Circumstance Mission Street 2/26/13 Advised

Parking Lot Information was ex-

2/27/13 Traffic Collision 43 2/27/13 10:43am J —

2/27/13 Robbery Cafeteria 2/27/13 11:11lam Unfounded

Parking Lot

2/27/13 Grand Theft 410

2/27/13 4:26pm  Unfounded

13-106  2/28/13 Disturbing the Peace Physical Sci 2/28/13 11:19am  Advised

North Hall

2/28/13 Disturbing the Peace Bldg

2/28/13 1:37pm  Unfounded

2/28/13 Grand Theft Esperanza 2/28/13 8:20pm  Referred to SBPD




